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Total number of research projects submitted to ethics 

committees in 2023
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Purpose and need of further using data is significant!https://kofam.ch/upload/gutachten_und_berichte/BA

G_Statistikbericht_2023.pdf



Personalized Health (Research): The        Challenges
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‒ Real World Data captured for care, reflect the billing 

reality rather than the patient reality

‒ Lots of free text, lack of structured data, 

local or no standards 

‒ Big Data analyses require a critical 

mass of data to be combined 

from various scattered sources

‒ Sensitive nature of health data (even if 

pseudo- or anonymized)

‒ Need of Trusted Research Environment

‒ Data ownership and governance: plenty of bottlenecks



Swiss Personalized Health Network

Creation of a scalable and sustainable data-

enabling environment, 

− to empower institutions to 

responsibly share interoperable 

health data and 

− to enable researchers to access, integrate, and 

analyze Swiss 

health data in a secure and accountable 

manner.
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1) Project planning

What data is available for my 

research project?

The SPHN value chain

www.sphn.ch
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1) Project planning

What data is available for my 

research project?

The SPHN value chain

www.sphn.ch

SPHN Data Exploration and 

Analysis System (DEAS)
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1) Project planning

What data is available for my 

research project?

The SPHN value chain

www.sphn.ch

2) Project initiation

Requirements to use the data?
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2) Project initiation

Requirements to use the data?

3) Data preparation

Is the data available and 

interoperable?

1) Project planning

What data is available for my 

research project?

The SPHN value chain

www.sphn.ch
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2) Project initiation

Requirements to use the data?

3) Data preparation

Is the data available and 

interoperable?

4) Data mobilization 

and analysis: 

Where can I analyze

sensitive data?

1) Project planning

What data is available for my 

research project?

The SPHN value chain

www.sphn.ch

Trusted research 

environment

13.11.2024 13



2) Project initiation

Requirements to use the data?

3) Data preparation

Is the data available and 

interoperable?

4) Data mobilization 

and analysis: 

Where can I analyze

sensitive data?

5) Data reuse 

How can I make data 

accessible to other 

researchers?

1) Project planning

What data is available for my 

research project?

The SPHN value chain

SPHN Schema Scope

- SPHN Metadata catalogue

https:// schemascope.dcc.sib.swiss/           https://specs.fairdatapoint.org/fdp-specs-v1.2.html

❖ Open access

strategy?
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From Health Data Discoverability…
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Federated Query System

> 710’000 patients (general consent), 5 hospitals

> 699’000’000 data elements: Demographics, Diagnoses, Procedures, Medication,  

Laboratory tests and values

[ICD-10]

[ATC]

[CHOP]

[LOINC]



… to Federated Data Exploration

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 16

‒ Full SPHN Dataset (>165 clinical parameters)

‒ All patients with General Consent since 2018 from 

6 hospitals

‒ Value distribution and survival curves of patient 

cohorts

‒ Fully privacy preserving, powered by

Data

Exploration & 

Analysis 

System

(2025)



SPHN Legal Framework for data sharing with multiple 

parties

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 17



SPHN Semantic Interoperability Framework
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BioMedIT Network - Trusted research enviroment

– 3 physical nodes (ETHZ, Unibas, Unil) that provide 

IT support for scientific research

– Secure cloud and HPC offerings

– Central [IT service] management (SIB)

– BioMedIT portal as a central access point with 

various tools and services

– Security by design: Common “Information Security 

Policy” (Swiss standard)

– Secure mobilization, processing and storage of 

sensitive research data

– End-to-end encrypted data transfers
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B-spaces: BioMedIT secure 

research project spaces



Sensitive data can never be OPEN!

But they can be FAIR

- The FAIR principles enable efficient and effective data sharing, discovery, and 

collaboration in health research and innovation

− Findable: (Meta)data findable for humans and computers

− Accessible: Once found, know how data can be accessed

− Interoperability: Data needs to work 

with applications and workflows for 

analysis, processing and storage

− Reusable: Optimize data reuse via 

comprehensive, well-described 

metadata 

- The FAIRification of data is time-consuming 

and cost-intensive

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 21

Wilkinson, M. et al. The FAIR Guiding Principles for scientific data management and 

stewardship. Sci Data 3, 160018 (2016). https://doi.org/10.1038/sdata.2016.18

https://doi.org/10.1038/sdata.2016.18
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B-Space per 

project Secure 

data processing 

Triplestore and 

terminology 

server

Data

SPHN National Data Streams

Project-specific infrastructure development, 

data management and data-driven research

Reuse of 

personal 

datasets to 

create 

public 

value

Open access

strategy?



SPHN contractual framework for using health data in 

mutli-center projects

23

− Data Governance (incl consent 

management) remains with data providing 

institutions (local Data Governance Boards)

− Roles of parties: data provider, data 

recipient, data controller, data processsor

− SPHN-DCC «ELSI-Helpdesk» offers 

support → dcc@sib.swiss CA

DTUA

DTPA

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 



Legal regulations and guidelines for using RWD

Switzerland: 

− Federal Data Protection Act (FADP) and cantonal data protection acts

− Research and medical secrecy (Swiss Criminal Code) 

− Human Research Act (HRA) and its ordinance

− Human Genetic Testing Act (HGTA)

− Health Insurance Act (Krankenversicherungsgesetz, KVG) 

− Cancer Registration Act (CRA)

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 24

Soft law/guidelines

− WMA Declaration of Taipei

− International Ethical 

Guidelines for Health-related 

Research Involving Humans

− Recommendations for the 

establishment and operation 

of registries 

− Swiss Personalized Health 

Network (SPHN) guidelines



Why to set up an agreement? Which aspects have to be 

covered contractually?

Project specific aspects

− Responsibilities (including Governance)

− Financing/Remuneration

− Publications

− Intellectual Property and other rights on 

results

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 25

Data protection aspects

− Responsibilities 

− Lawfulness and fairness​

− Purpose limitation​

− Minimization​

− Transparency​

− Accuracy​

− Security​

− Accountability​

− Possible access and re-use



principle of collaboration

principle of data usage

governance 

financial aspects

confidentiality

intellectual property

publications…

To address :

A general Consortium Agreement between the different 

stakeholders…

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 26



To address terms and conditions 

under which data are provided

…with a Data Transfer and Use Agreement as an 

annex to the Consortium Agreement

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 27

Hospital A Hospital B

University X



Key elements  of Data Transfer and Use Agreement
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Limitation of the data processing 

purpose (no use for purposes 

other than research) 

Data subject rights: right of 

access to data...

Security measures
No attempt at re-identification

Applicable rules to 

international data transfers Liability for non-compliance

Elements to be addressed in a data transfer and use agreement

The Data Transfer and Use Agreement (DTUA) is the main written control on how sensitive health data is 

transferred, processed and exploited in SPHN and BioMedIT.



…and if processing of data is provided as service by a third party 

(BioMedIT network), a Data Transfer and Processing Agreement is 

needed

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 29

To address terms and conditions 

of provided services

Hospital A Hospital B

University X



Provider and recipient define

together the processing as joint controller

Who discloses (data provider) and accesses (data recipient)

data and controls data (data controller). Where are data 

processed?

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 30

Hospital A

Data Recipient
University X

Data Recipient Data Recipient
Data Provider 

Data Controller

Data ControllerData Controller

Hospital B
Data Provider 

Data Processor



SPHN legal agreements templates

- www.sphn.ch/dtua

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 31

sphn.ch/dtua
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Data Governance Working Group to align on a 

consolidated data sharing strategy 
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Balancing competing interests

Privacy of 
data subjects

Research 
advancement 

13.11.2024SCTO platforms HRO lunch series, Dr. Julia Maurer 34



Data alone is not enough
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- For a functioning data ecosystem and broad use of health data in 

research and innovation, there is a need for:

− Biomedical expert knowledge

− Scalable and sustainable core infrastructures

− A smart governance framework

− Public acceptability

− Close coordination at national and 

international level 

− A change in research culture, to foster collaboration, 

transparency, and to ensure responsible data practices
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HRO Lunch Session - Part II

Data sharing and open research data – details for HRO projects

Claudia Saupper, Clinical Data Center, DKF Operations, University Hospital Basel

Slides adapted from: https://zenodo.org/records/10137776 by André Brunella   

https://zenodo.org/records/10137776


Agenda

− Open Access

− FAIR Pricinples

− MF-DAC

− Data Access Committee of the Medical Faculty of the University of Basel

Source: https://oa100.snf.ch/en/home-en/ & https://www.go-fair.org/fair-principles/

https://oa100.snf.ch/en/home-en/
https://www.go-fair.org/fair-principles/


Data Access

− Data access entails …

− Distributing data

− Sharing data

− Publishing data

− Linking data to outputs

− Controlling access

− Establishing copyright

− Disseminating data to 

wider audiences

The Turing Way Community. This illustration is created by Scriberiawith The Turing Way community. 

Used under a CC-BY 4.0 licence. DOI:10.5281/zenodo.5706310



Open Access > Publications

− Public funders of research projects (e.g. SNSF) request open access publication of the results of 

funded research projects

− No problem so far 

− There are many open access journals where research results can be published

Source: https://doaj.org/ & https://oa100.snf.ch/en/home-en/

https://doaj.org/
https://oa100.snf.ch/en/home-en/


Open Access > Research Data

− Public funders of research projects (e.g. SNSF) and peer-reviewed medical journals request sharing of 

the underlying data of publications

Source: https://www.snf.ch/en/VyUvGzptStOEpUoC/topic/open-access-to-publications & https://oa100.snf.ch/en/home-en/

https://www.snf.ch/en/VyUvGzptStOEpUoC/topic/open-access-to-publications
https://oa100.snf.ch/en/home-en/


Open Access > Research Data

General implementation regulations for the Funding Regulations 

2.13 Material costs: costs for granting access to research data (Open Research Data) - shortened version

The costs of enabling access to research data that was collected, observed or generated under an SNSF grant are 
eligible if the following requirements are met:

▪ The research data is deposited in recognized scientific, digital data archives (data repositories) that meet the FAIR 
principles and do not serve any commercial purpose.

▪ The costs are specifically related to the preparation of research data in view of its archiving, and to the archiving 
itself in data repositories

▪ The maximum charge per grant is generally CHF 10,000.

Source: https://www.snf.ch/en/Zi65otScMDqzyALN/page/funding/documents-downloads/regulations-general-implementation-regulations

https://www.snf.ch/en/Zi65otScMDqzyALN/page/funding/documents-downloads/regulations-general-implementation-regulations


Open Access > Research Data

Data sharing - shortened version

All submitted research Articles must contain a data sharing statement, to be included at the end of the manuscript. 
Data sharing statements must include: 

- Whether data collected for the study, including individual participant data and a data dictionary defining each 
field in the set, will be made available; 

- What data will be made available (deidentified participant data, participant data with identifiers, data dictionary, 
or other specified data set);

- Whether additional, related documents will be available (e.g. study protocol, informed consent form); 

- When these data will be available; 

- Where the data will be made available (including complete URLs or email addresses if relevant); 

- By what access criteria data will be shared (including with whom, for what types of analyses, by what 
mechanism – e.g., with or without investigator support, with a signed data access agreement - or any additional 
restrictions). 

Source: https://www.thelancet.com/pb-assets/Lancet/authors/tl-info-for-authors-1690986041530.pdf

https://www.thelancet.com/pb-assets/Lancet/authors/tl-info-for-authors-1690986041530.pdf


Open Access > Sensitive Research Data

Some research will use and produce 

sensitive data that cannot be shared 

unconstrained

Information concerning the health or disease of a specific or identifiable 

person, including genetic data.

Health-Related Personal Data

Data on:

1. religious, ideological, political or trade union-related views or activities,

2. health, the intimate sphere or the racial origin,

3. social security measures,

4. administrative or criminal proceedings and sanctions.

Sensitive Personal Data

All information relating to an identified or identifiable person, including health-

related personal data.

Personal Data

Source: https://www.fedlex.admin.ch/eli/cc/2022/491/en & https://www.fedlex.admin.ch/eli/cc/2013/617/en  

The Turing Way Community. This illustration is created by Scriberia with The Turing Way 

community. Used under a CC-BY 4.0 licence. DOI: 10.5281/zenodo.3332807

https://www.fedlex.admin.ch/eli/cc/2022/491/en
https://www.fedlex.admin.ch/eli/cc/2013/617/en


Open Access > FAIR Principles

How can sensitive research data 

from projects be made accessible 

while preserving the legal and 

ethical rights of the data donors?

− To fulfill requirements of scientific journals 

when submitting publication manuscripts?

− For re-use by other researchers?

The Turing Way Community. This illustration is created by Scriberia with The Turing Way 

community. Used under a CC-BY 4.0 licence. DOI: 10.5281/zenodo.3332807



Open Access > FAIR Principles

Install an independent 

Data Access Committee (DAC) 

that will manage access requests 

for your sensitive research data.

− The DAC is ideally referenced in the 

Data Management Plan of your project

− Build on the FAIR Principles for 

scientific data management and stewardship

The Turing Way Community. This illustration is created by Scriberia with The Turing Way 

community. Used under a CC-BY 4.0 licence. DOI: 10.5281/zenodo.3332807

Source:Wilkinson et al. (2016), The FAIR Guiding Principles for scientific data management and stewardship, Scientific Data 3, doi:10.1038/sdata.2016.18 & https://www.go-fair.org/fair-principles/

https://www.go-fair.org/fair-principles/


Open Access > FAIR Principles



Open Access > FAIR Principles

Principles when publishing and sharing your sensitive research data

− Share sensitive data as openly as possible, but as closed as necessary

− Ensure legal and regulatory compliance when making sensitive research data available to the public

− Make at least the metadata tagged with unique identifiers available in an openly accessible non-

commercial repository

− Ensure third party data access requests to sensitive research data are handled by an independent Data 

Access Committee



Open Access > Controlling Access to Sensitive Data

* without sensitive information

Sensitive research data

Information concerning the health or disease of a specific or identifiable 

person, including genetic data.

Health-Related Personal Data

Data on:

1. religious, ideological, political or trade union-related views or activities,

2. health, the intimate sphere or the racial origin,

3. social security measures,

4. administrative or criminal proceedings and sanctions.

Sensitive Personal Data

All information relating to an identified or identifiable person, including health-

related personal data.

Personal Data

Metadata *

Summary report *

Raw data

Open access

scientific publication

Open access

data repository

Restricted access

data repository

Third-party data 

access request
Data Access Committee

x

Anonymised data
Open access

scientific publication



Data Access Committee > MF-DAC

Open Research Data vs. Sensitive Personal Data

- How did the Medical Faculty of the University of Basel solve this issue?



Open Access > Controlling Access to Sensitive Data

Reviews and approves sharing of

sensitive research data

Reviews and approves sharing of

USB routine data

Governance

Documents

Request

types

USB / DKF Guideline “Herausgabe von 

Patientendaten zu Forschungszwecken”

Guidance “Data Access Committee of the 

Medical Faculty of the University of Basel”

USB Data Governance Board MF-DAC

Data
USB clinical routine patient and 

laboratory data

Sensitive biomedical research data 

created by researchers affiliated with 

the University Hospital Basel and/or the 

Medical Faculty of Uni Basel

Request for 

feasibility query

Data access 

request by 

external 

researcher

Data access 

request by USB / 

DBM / DBE 

researcher

Request for establishment 

of a DAC (Data Submission 

Process)

Request from the scientific 

community to access USB / 

Medical Faculty biomedical 

research data



MF-DAC > Purpose

Data Access Committee of the Medical Faculty of the University of Basel (MF-DAC)

Mandate

− Facilitate access and sharing of sensitive research data

− Preserve the legal and ethical rights of the data donors (e.g. patients)

− Provide an independent committee for researchers affiliated with the University Hospital Basel and/or the 

Medical Faculty of the University of Basel to manage access to sensitive research data

− Represent the University Hospital Basel and the Medical Faculty of the University of Basel as review 

board to approve requested secondary use of sensitive research data



MF-DAC > Response

Data Access Committee of the Medical Faculty of the University of Basel (MF-DAC)

Satisfy the requirements of the most relevant stake holders

− Peer-reviewed medical journals

− Public funders of research projects (e.g. SNSF)

− Researchers of the scientific community

− Data repositories



MF-DAC > Composition

Data Access Committee of the Medical Faculty of the University of Basel (MF-DAC)

Independent multi-membered cross-domain body

− DKF Operations Data Specialist (MF-DAC Coordinator)

− DKF Operations Regulatory Affairs Manager

− Representative of the University Hospital Basel Legal Department

− Independent Medical Expert of the Medical Faculty’s Department concerned

− If needed, the MF-DAC can decide to leverage the opinion of additional experts, e.g. members of ethics 

committees, additional domain experts



MF-DAC > Data Submission Process

▪ Plan (Protocol + DMP) & conduct research project (comprising sensitive data)

▪ Plan publication of data

▪ Send “Data Submission and Access Agreement” to MF-DAC (med-dac@unibas.ch)

Medical Researchers

(Uni Basel / USB)

▪ Verify that participant consent, ethical approvals, and provisions of applicable data 

protection laws allow submission of the data into external repositories (publicly 

accessible or with controlled access)

MF-DAC

▪ Upload research data / metadata as agreed with MF-DAC into external repository 

(publicly accessible or with controlled access)

Medical Researchers

(Uni Basel / USB)

▪ Review if FAIR principles for scientific data management and stewardship are met

▪ Register data upload in MF-DAC community of external data repositories
MF-DAC



MF-DAC > Data Access Process

▪ Review and decide on data access request

▪ Upon approval: Organize DTUA and transfer of the requested research data to Data 

Requesters

MF-DAC

▪ Third party request (Data Requesters) to access sensitive research data created by 

researchers affiliated with the USB and/or the Medical Faculty of the University of Basel

▪ Data Requesters submit “Data Access Request” to MF-DAC (med-dac@unibas.ch)

External Researchers



MF-DAC > Team

Contact

− med-dac@unibas.ch

− https://dkf.unibas.ch/de/services/data-science/data-access-committee/

MF-DAC Review Board

− Claudia Saupper (DKF Operations, IT Operations) (MF-DAC Coordinator)

− Claudia Becherer (DKF Operations, Regulatory Affairs)

− Thomas Gruberski (USB, Legal Department)

− Matthias Briel (DKF, Clinical Epidemiology) / Robert Ivanek (DBM, Bioinformatics Core Facility)

https://dkf.unibas.ch/de/services/data-science/data-access-committee/


MF-DAC > Data Repositories

EGA MF-DAC Data Repository ( https://ega-archive.org/dacs/EGAC00001002981 )

− Managed by the DBM Team (Robert Ivanek / Julien Roux)) für –omics data uploads

− Managed by MF-DAC Coordinator for all other data uploads

https://ega-archive.org/dacs/EGAC00001002981


MF-DAC > Data Repositories

MF-DAC - Zenodo ( https://www.zenodo.org/communities/mf-dac-unibas/

− Used for storage of metadata of sensitive clinical research data

− Admin: Claudia Saupper (DKF Operations) 

https://www.zenodo.org/communities/mf-dac-unibas/


Many Thanks

for your attention.
#_____ imprint

> Document version:

2024-11-13

> Document author:

André Brunella, PhD

Head of Clinical Data Center

Claudia Saupper

MF-DAC Coordinator

> Contact:

Department of Clinical Research Operations

University of Basel c/o University Hospital Basel

Spitalstrasse 8/12

4031 Basel

Switzerland

E-mail: claudia.saupper@usb.ch & andre.brunella@usb.ch

Website: https://dkf.unibas.ch

mailto:claudia.saupper@usb.ch
mailto:andre.Brunella@usb.ch


Thank you for 
participating!

Further questions: 

Julia.Maurer@sib.swiss

Claudia.saupper@usb.ch

Verena.Golz@usb.ch 

End of session
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